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1
Decision/action requested

This contribution proposes to add a new solution in the FS_NG_RTC_SEC study TR 33.890
2
References

[1]
3GPP TR 33.890 v0.1.0: "Study on security support for Next Generation Real Time Communication services"
[2]
3GPP TR 23.700-87 v0.3.1: "Study on system architecture enhancement for next generation real time communication; Phase 2"
3
Rationale
Key issue #1 in TR 33.890 [1] addresses the security of third party specific user identities. As per TR 23.700-87 [2], the third party subscribers can initiate or terminate an IMS call using their third party specific user identities. To verify their third party ID, the STIR/SHAKEN framework can be used. According to the STIR/SHAKEN framework, the STI-AS performs the authentication service and the STI-VS performs the verification service. And the secret private keys(s) used to generate the signature are stored in the SKS, the public key or certificates used to verify the signature are stored in the STI-CR.

By reusing the signing and verifying procedure in the STIR/SHAKEN, the IMS network can verify the third party specific user identities and protect the third party subscribers from the MITM attacks, impersonation attacks, etc.. Therefore, this pCR proposes a STIR/SHAKEN based solution to address Key issue #1 Third party specific user identities in TR 33.890 [1] for FS_NG_RTC_SEC.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.228: " IP Multimedia Subsystem (IMS); Stage 2".
*************** Start of the 2nd Change ****************

6.Y
Solution #Y: Verification of Third Party Specific User Identities based on STIR/SHAKEN framework
6.Y.1
Introduction

The solution addresses Key Issue #1: Third party specific user identities. It aims to meet one of the potential requirements in Key issue #1 on verification of third party specific user identity by checking the signature of INVITE request.

As per TR 23.700-87 [2], the third party subscribers can initiate or terminate an IMS call using their third party specific user identities. To verify their third party ID, the STIR/SHAKEN framework can be used. According to the STIR/SHAKEN framework, the STI-AS performs the authentication service and the STI-VS performs the verification service. And the secret private keys(s) used to generate the signature are stored in the SKS, the public key(s) or certificate(s) used to verify the signature are stored in the STI-CR.

By reusing the signing and verifying procedure in the STIR/SHAKEN, the IMS network can verify the third party specific user identities and protect the third party subscribers from the MITM attacks, impersonation attacks, etc..

6.Y.2
Solution details
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Before initiating or terminating an IMS call, the UE has obtained its third party specific user identities and has implicitly registered or independently registered to the IMS network as defined in clause 5.2.1a of TS 23.228 [x]. The Third Party specific user identities can be provided by the IMS HSS based on trusted information from the Third Party. 

1. 
UE1 initiates an IMS session by sending an INVITE request.

2. 
The S-CSCF at the originating side invokes the STI-AS and forwards the INVITE request.

3.
Based on STIR/SHAKEN framework, the STI-AS securely obtains the corresponding third party private key by sending the request to the SKS, which contains the third party information, i.e. the Third Party Name or the Third Party ID.

Note X: 
The UEs of the same third party maintain the same third party certificate and the same third party private key.

Note Y: 
If the calling party and called party belong to the same group data (calls between users of the same third party), then based on operator’s policy, the invoking of STI-AS at the originating side may be skipped.

4.
Based on the chosen algorithm in the INVITE request, the STI-AS generates the signature and places the signature in the Identity header. The signature protects the originator ID, the terminator ID, the timestamp and other information in the INVITE request. The STI-AS sends back the INVITE request to the S-CSCF at the originating side.

5.
The S-CSCF at the originating side forwards the INVITE request to the S-CSCF at the terminating side.

6.
The S-CSCF at the terminating side invokes the STI-VS and forwards the INVITE request.

7.
The STI-VS obtains the third party certificate by sending the request to the STI-CR. The third party certificate contains the third party public key used to verify the signature in the INVITE request.

8.
The STI-VS verifies the Identity header using the certificate and provides the validity status along with the INVITE to S-CSCF at the terminating side.

9.
The S-CSCF at the terminating side sends the INVITE request towards UE2 based on the successful validation result. The S-CSCF may reject the IMS call due to the unsuccessful result received from the STI-VS.

10.
Successful call is set up between UE1 & UE2.

6.Y.3
Evaluation
TBD
*************** End of the Change ****************
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